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Key Takeaways
Many enterprises Using Public Cloud Have 
five Or More Different Implementations
For too long, many CIOs ignored or dismissed 
public clouds. But, beneath their noses, 
development teams and business units 
saw the value and went looking for cloud 
by themselves. The result? An uncontrolled 
explosion in cloud accounts.

Cloud Is Too Important for Business As Usual
Early cloud pilots, proofs of concept, and pet 
projects develop to become mission-critical 
systems of engagement and the engines of future 
growth. CIOs must take control and develop 
a strategy that powers growth while meeting 
corporate obligations around data protection, 
cost control, and more.

Accept Multicloud, But Move from Accidental 
Adoption To Strategic engagement
Your business is a multicloud business, but it got 
that way by accident. CIOs must proactively and 
inclusively engage with stakeholders from across 
the business to understand the tools they have 
chosen. Technology organizations should rebuild 
trust and take on the background tasks required 
to keep these tools operating effectively.

Why Read This Report
The systems of engagement driving business 
growth often exploit cloud computing for agility, 
flexibility, and cost-effectiveness. In isolation, 
each of these systems may need just one cloud 
provider, but the broad portfolio of tools deployed 
across the enterprise creates a more complex 
picture. CIOs face the challenge of multicloud and 
of developing an effective strategy to understand 
and manage the mix of cloud resources upon 
which their businesses depend.

This is an update to a previously published report; 
Forrester reviews and updates reports periodically 
for continued relevance and accuracy.
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Your Business Is Already A Multicloud Business

Cloud-based infrastructures, development platforms, and applications promise the agility and 
flexibility firms require when responding to rapidly evolving customer expectations for interactions 
with systems of engagement. International leaders in the hyperscale public cloud such as Amazon 
Web Services (AWS) and Microsoft Azure operate alongside a range of providers delivering value to 
specific geographies, particular industry verticals, or unique use cases.1 Far from formally selecting 
and monogamously persisting with a single cloud partner, CIOs face the challenge of discovering, 
understanding, managing, and ultimately integrating an often complex mishmash of products. Indeed, 
Forrester data shows that only 8% of global infrastructure decision makers at enterprises who use 
public cloud have just one vendor’s public cloud environment in place (see Figure 1). For the rest, there 
are various drivers behind their multicloud enthusiasm:

 › The enterprise wants a lot of different clouds, all for good reasons. Global enterprises select 
cloud solutions in response to a range of potentially contradictory demands. On the one hand, they 
must deliver scale and the economies one assumes to come with scale, and they must extend 
to every market of current or future interest. On the other, they must cater to the foibles of legacy 
architectures and legacy workflows or conform to a plethora of inconsistent local laws, regulations, 
and cultural expectations with respect to data residency and privacy.2 As enterprises increasingly 
depend upon clouds to enable their transformation in the age of the customer, the likelihood that 
any one cloud will satisfy these conflicting demands in every geography diminishes.

 › every business unit picks and protects its favorites. Sales builds applications and processes 
using platform-as-a-service tools tightly linked to the Salesforce ecosystem. The CMO 
commissions a series of customer-facing projects from external developers who swear by AWS. 
The CTO funds a program to build a small private cloud on some spare servers and selects 
OpenStack for the job. The CEO completes the acquisition of a European competitor with 
complementary business strengths but new systems of engagement running on top of Interoute’s 
infrastructure. Each small step makes sense. Together, they create a challenging landscape for the 
CIO to navigate.

http://www.forrester.com/go?objectid=BIO10024
http://www.forrester.com/go?objectid=BIO381
http://www.forrester.com/go?objectid=BIO803
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 › Shadow IT sees a thousand flowers bloom. Developers, whether individually or in teams, were 
quick to recognize the potential of cloud. A credit card, a little spare time, and some interest were 
often sufficient to deliver the proofs of concept and skunkworks projects stymied by the lumbering 
processes and inertia of the traditional IT organization. Those individuals, perhaps more than anyone 
else, are inclined to regard their employer’s newfound enthusiasm for digitization with suspicion. 
IT, they remember, was very good at saying no. You need to persuade them that a digitally focused 
technology organization can — and will — say yes before they’ll willingly share their toys.

 › CIOs attempting to reassert authority are regarded with suspicion by peers. Too many CIOs, 
focused on keeping the lights on, failed to engage early or fully enough with the corporate digital 
transformation that cloud accelerated. Leaders elsewhere in the business championed their own 
projects and their own solutions, gaining credibility, power, and budget as a result. As CIOs now 
work to ensure the strategic oversight, business value, and regulatory compliance their bosses 
increasingly demand, well-meaning and necessary efforts to survey, audit, and harmonize are — 
perhaps understandably — liable to be perceived by their peers as thinly veiled empire building.3

fIGURe 1 A Multicloud Strategy Makes Business Sense, But “10 Or More” Clouds Suggests A Lack Of Control

“How many implementations/environments of unique vendors do you 
currently have in place for the public cloud?”
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Base: 1,146 global infrastructure decision makers whose �rms have implemented or expanded public 
cloud (1,000+ employees)

Note: Percentages may not total 100 due to rounding.

Source: Forrester Data Global Business Technographics® Infrastructure Survey, 2017
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Multicloud Means Golden Opportunities For CIOs To Deliver Value

Early in the journey to adopt cloud, lax procedures and poor oversight might have been excusable. But 
as cloud computing increasingly underpins important systems of engagement and key aspects of the 
digital agenda — and efforts to win, serve, and retain customers — it is no longer possible to look the 
other way. The business must meet its legal obligations, manage its technology spend, find effective 
ways to leverage existing skills and capabilities, and proactively and effectively identify, seize, and win 
new opportunities. In most organizations, that oversight role could and should belong to the CIO. You 
can help step up and demonstrate credibility if you:

 › Let the business select the tools that it needs. From data centers in a particular country to 
support for specific programming methodologies or the availability of high-speed storage and the 
fastest servers, a global enterprise requires a lot from its partners in the cloud. And, increasingly, 
even the most demanding enterprise will find partners with the technical wherewithal or geographic 
reach to deliver. But meeting those specialized requirements often comes at a cost, either 
financially or in terms of some feature tradeoff. For now, at least, it’s not feasible to select a single 
provider that can deliver the optimal mix of cost and capability across every requirement of every 
department in the company.4 So don’t hamstring future growth by trying.

 › Pay close attention to where the data flows. Customers are aware of the value inherent in data 
about them, and they grow less forgiving of breaches, leaks, and even those internal uses of data that 
they consider inappropriate. Regulators and lawmakers around the world also pay far more attention 
to perceived opportunities for abuse of power and breach of trust. Increasingly, your business must 
know — and be able to demonstrate that it knows — every system its customers’ data touches, 
every subsea fiber it traverses, and every server on which it processes, however fleetingly.

 › Stop saying no — that just drives existing unwanted behavior underground. In accepting 
responsibility for shaping an organization’s approach to building and delivering rich systems of 
engagement, it is all too easy to return to the bad old days, to impose the preferred supplier by 
diktat, and to seek out and expunge every unapproved departmental project or every vestige 
of shadow IT. It’s easy, but it’s also a dreadful mistake. A CIO entrusted with shaping strategic 
direction must partner to be effective and should make room for alternative solutions.

 › Honor and value cloud relationships someone else initiated. Business relationships, 
infrastructure investment, contractual obligations, technical dependencies, and the hard-won 
skills of your employees might all encourage your technology organization to preserve the status 
quo. But more important than any of these is the need to build trust. The organization’s disjointed 
approach to technology strategy exists, in large part, because the CIO could not or would not 
deliver clear strategic guidance in a time of rapid change. That rate of change has not slowed as 
we enter the age of the customer, and if CIOs are to meet their obligations to the business, they will 
need partners and allies. Unilaterally ripping out the tools upon which those potential allies depend 
is not a good way to build bridges.
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 › Reach out and offer to make the pain go away. Business units, teams, and individuals across the 
business value the cloud solutions they have selected and will fiercely defend their new autonomy. 
But that doesn’t mean they aren’t struggling with the mundane realities of keeping this stuff 
running. The people who offer to ease their pain by automating backups, worrying about setting 
up accounts, or ensuring that customer data doesn’t go abroad when it shouldn’t will make friends 
quickly and will begin to demonstrate that they can be trusted, depended upon, and valued.

Doing Nothing Is Not An Option . . .

As organizations adapt to meet new challenges in the age of the customer, cloud computing lies at 
the heart of efforts to drive shorter product life cycles, reduce the cost of doing business, and respond 
proactively and effectively to customer expectations and demands. You can’t allow the chaotic way 
in which the business evaluated, adopted, and came to depend upon its current cloud solutions to 
continue unchecked. Your organization’s cloud strategy is simply too important to be left to chance. 
Moving forward, understand:

 › Systems of engagement depend on cloud, and your future depends on them. Early pilots, 
proofs of concept, and departmental pet projects now lie at the heart of strategic efforts to 
win, serve, and retain customers. Those customers expect services that are available wherever, 
whenever, and however they wish to engage with them. As a result, these systems of engagement 
must now be backed by service levels, support procedures, and infrastructure typically more 
resilient than that upon which they were originally developed.

 › It’s not a question of if; it’s a question of when. Hackers abound, and no system with a network 
connection can ever realistically claim to be impregnable. You can certainly take steps to mitigate 
risk, but a key plank of any data security strategy must be working out how best to respond to a 
breach. CIOs must ensure that their security teams are thinking about the previously unthinkable.5

 › You should map the complexity before it becomes unmappable. Modern systems of 
engagement appear and grow at a pace unfamiliar to those more accustomed to multiyear 
procurements and their subsequent multiyear deployment. Cloud-based functional components, 
interconnected by rich APIs and rapidly developed, delivered, and scaled in containers, give 
developers a wealth of possibilities. But each new, individually sensible decision adds another 
dependency to the puzzle. Customer data touches yet another server; one more service-level 
agreement clashes uncomfortably with the organization’s expected norms. Left unchecked, it won’t 
be long before no one knows how it all fits together. Act now to understand where tomorrow’s 
problems might lie.6

. . . But formally embracing The Multicloud Reality Won’t Necessarily Be easy

If CIOs are to meet their obligations — driving the strategic shift necessary to position the organization 
to respond most effectively to the challenges and opportunities waiting in the age of the customer — 
they have no choice but to take overarching responsibility for the digital agenda. Doing so requires 
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understanding and incorporating systems of engagement entrenched throughout the business, and it 
requires building alliances and winning friends among those who have — for too long — regarded the 
CIO’s role as far less than their own. Prepare to:

 › Set the stage for future consolidation and resist the temptation to centralize too soon. As a 
single picture of the organization’s dependencies in the cloud begins to emerge, it will be tempting 
to clear bottlenecks, reduce duplication, and drive efficiency. But to do so too quickly risks 
damaging both trust and credibility within the organization, driving shadow IT deployments deeper 
into the shadows, and making all parties less willing to share information and resources.

 › Move from accidental multicloud to strategic multicloud. Your firm is a multicloud organization 
today, but it probably got there almost by accident. Technology leaders must accept that 
multicloud is the default operating model now, and for some years to come, and work together 
to ensure that those all-important systems of engagement can meet institutional objectives as 
efficiently, reliably, and cost-effectively as possible. It certainly makes sense that 91% of global 
infrastructure decision makers at enterprises already using public cloud report having two or more 
environments in place. But, for the 17% reportedly using 10 or more? They need to get more 
strategic and more discerning, fast.7

Recommendations

Listen To Stakeholders, Improve Processes, Build Trust, And Say Yes

Systems of engagement, run from or augmented by the cloud, underpin the future success of 
organizations in the age of the customer. Accident, history, and necessity combine to mean that many 
of those organizations find themselves dependent upon a wide range of cloud-based offerings. CIOs, 
increasingly retasked to assume strategic control over the digital agenda, must work with the people, 
processes, and systems they find, building partnerships to deliver a clear and sustainable multicloud 
strategy with which to move forward. To support this, CIOs must:

 › engage, understand, and rebuild trust across the business. You need to audit, manage, and 
optimize strategic systems of engagement with dependencies in the cloud. But the devolved 
development and management of these systems has weakened and reduced the credibility 
of the technology organization. Blatant attempts to reassert control are unlikely to be well met 
or successful, but the CIO remains ultimately responsible for ensuring that the business is not 
exposed and must find ways to rebuild authority and trust.

 › Manage pain and improve. Rather than trying to assume control, leverage the skills that the 
technology organization already has. Work with internal customers to identify the pain points in 
their cloud solutions and take on more of that operations activity so they don’t have to.
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 › explore using cloud management tools to embed and automate institutional policies. Cloud 
management tools offer an increasingly rich set of capabilities for developing, tracking, and 
enforcing roles, profiles, and policies across multiple infrastructures. Implemented properly, these 
tools make safe, secure, and effective multicloud deployments feasible.

 › Track cloud capabilities with a view toward reducing the number you need to support. Cloud 
providers continue to innovate, adding capabilities, improving service levels, and reducing costs. 
The technology organization should continue to actively monitor the capabilities of the providers 
with whom you already work with a view toward eventually consolidating workloads, reducing 
complexity, and diminishing risky dependencies. To retain the hard-won trust that this whole process 
has built, CIOs will, of course, ensure they have stakeholder buy-in before replacing key systems.
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Supplemental Material

Survey Methodology

The Forrester Data Global Business Technographics® Infrastructure Survey, 2017, was fielded in July and 
August 2017. This online survey included 3,923 respondents in Australia, Brazil, Canada, China, France, 
Germany, India, New Zealand, the UK, and the US from companies with two or more employees.

Forrester Data’s Business Technographics ensures that the final survey population contains only those 
with significant involvement in the planning, funding, and purchasing of business and technology 
products and services. Research Now fielded this survey on behalf of Forrester. Survey respondent 
incentives include points redeemable for gift certificates.

Please note that the brand questions included in this survey should not be used to measure market 
share. The purpose of Forrester Data’s Business Technographics brand questions is to show usage of 
a brand by a specific target audience at one point in time.

Endnotes
1 Forrester tracks the top providers in a number of geographies, including Europe. See the Forrester report “Applying 

Forrester’s International Research On Enterprise Public Cloud Platforms.”

2 Data is vital to businesses trying to win in the age of the customer. But unless it’s handled with care, it can produce 
devastating consequences for the business environment. Business leaders are becoming increasingly aware of 
these risks, pushing leaders like the chief information security officer (CISO), CIO, and data protection officer/chief 
privacy officer to cooperate and execute on effective data protection strategies. For a deeper consideration of the role 
effective data management plays in achieving success in the age of the customer, see the Forrester report “CIOs: Find 
The Right Partners To Manage The Business Impact Of Data Protection.”

Cloud providers adopt a range of strategies to help their customers comply with local regulations. In Germany, for 
example, Microsoft worked with T-Systems to offer a special version of the Azure public cloud platform. See the 
Forrester report “Quick Take: Trust Us, We Are European.”

3 Proponents of cloud use must compare cloud’s benefits against realistic cost expectations — both hard and soft 
costs. Cloud can indeed yield significant cost savings, but ascribing value to speed and agility is critical to the cloud 
business case. For globally relevant recommendations on understanding and building a robust business case, see the 
Forrester report “Justify Your Hybrid Cloud Future With A Solid Business Case.”

4 Proponents of cloud use must compare cloud’s benefits against realistic cost expectations — both hard and soft 
costs. Cloud can indeed yield significant cost savings, but ascribing value to speed and agility is critical to the cloud 
business case. For globally relevant recommendations on understanding and building a robust business case, see the 
Forrester report “Justify Your Hybrid Cloud Future With A Solid Business Case.”

5 At Forrester, we believe the threat landscape is mutating, not evolving. Highly skilled, well-funded, organized 
cybercriminals will steal your data — the lifeblood of today’s digital business — in pursuit of economic, political, or 
military gain. This is because legacy, perimeter-centric approaches to security don’t work for today’s digital business. 
For a detailed consideration of the risks that modern businesses face in this area, see the Forrester report “Defend 
Your Digital Business From Cyberattacks Using Forrester’s Zero Trust Model.”

http://www.forrester.com/go?objectid=RES136347
http://www.forrester.com/go?objectid=RES136347
http://www.forrester.com/go?objectid=RES119781
http://www.forrester.com/go?objectid=RES119781
http://www.forrester.com/go?objectid=RES130281
http://www.forrester.com/go?objectid=RES61608
http://www.forrester.com/go?objectid=RES61608
http://www.forrester.com/go?objectid=RES61555
http://www.forrester.com/go?objectid=RES61555
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6 A rich suite of coordinated automation based on equally rich underlying software models is necessary to achieve 
hybrid cloud systems. With a wide variety of cloud software, assessing this market can be confusing. This vendor 
landscape helps you understand the software solutions that make sense for you. For advice on taking steps to deliver 
self-service and frictionless governance of tightly interconnected cloud solutions, see the Forrester report “Vendor 
Landscape: Hybrid Cloud Management Solutions.”

7 Especially as these figures do not include software-as-a-service (SaaS) apps. It’s also worth noting that the 
respondents to this particular Forrester survey were “global technology infrastructure decision makers,” who may be 
unintentionally under-reporting the prevalence of shadow IT across their organization.

Source: Forrester Data Global Business Technographics Infrastructure Survey, 2017.

http://www.forrester.com/go?objectid=RES129041
http://www.forrester.com/go?objectid=RES129041
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